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1. Obmne mosnoxeHus:

1.1. Hacrosmue IlpaBuma paspaboTansl B COOTBETCTBHHM C IONOKeHHsSMH @3
"O mepcoHaNbHEIX JaHHBIX', TocTaHOBIEHUS [IpaButensctBa P® or 6 mons 2008 r. N 512
"O6 yTBepxmenuu TpeGoBaHMH K MaTepHATEHBIM HOCHTEIM OMOMETPHYECKHX IIepCOHATLEHEIX
JaHHBIX M TCXHONIOTMSAM XpaHEHHMA TAaKUX JIAHHBIX BHE HMH(DOPMALUMOHHEIX CHCTEM
NepCOHATBbHEIX MaHHBIX", mocTaHoBneHus [IpaButensctBa P® or 15 cenrsbps 2008 r. N 687
"O6 ytBepiaenun Ilonoxenus 06 0COGEHHOCTSX. OOpabOTKM MEPCOHATBEHBIX JAHHBIX,
OCyIIeCTBIAEMOH  6e3  HCHONB30BAaHHS  CPEINCTB  aBTOMATH3aiuu", I[OCTAHOBIECHHS
IIpaButensctea P® or 1 mogbps 2012 r. N 1119 "O6 yrteepxienun TpeGOBaHHH K 3aliure
IEPCOHANBHEIX JAaHHBIX TPH HX 00paboTke B HHGOPMALHOHHBIX CHCTEMAaX IEPCOHATBHBIX
JaHHBIX".

1.2. Hacrostimme IlpaBuia onpenesitoT 0cobeHHOCTH 06paboTKH NepcoHaTBHEIX TaHHBIX
COTPY/IHHKOB B HH(OPMAIMOHHBIX CHCTEMAaX MepPCOHANBHEIX AaHHbX 000 «YueGHEIl HeHTp
IlepcnextuBa-Exatepunbypry.

1.3. besonacHOCTh MEpCOHANBHBIX NAHHEIX IPH ux 06paboTke B MHDOPMAIHOHHEIX
CHCTEMAX IIEPCOHANBHBIX MaHHBIX (Janee - MHQOPMAIMOHHBIE CHCTEMEI) O0ECHedUBACTCS C
IIOMOIIIBIO CHCTEMBI 3aIIUTEI IEPCOHANBHBIX TaHHBIX, HEHTPATH3YIOIIEN aKTyalbHbIE YTPO3EI.

1.4. Ilox akryanbHBIMH YIpo3aMH GE30MaCHOCTH MEPCOHATBHBIX JAHHBIX IIOHHMAETCs
COBOKYITHOCTB yCIIOBH " daxrTopos, CO3JAIOUIMX  aKTYalbHYIO OTIaCHOCTh
HCCAHKIMOHHPOBAHHOIO I0CTYIIA K NIEPCOHAIBHBIM JAHHBIM (B TOM YHCIE CIy4aiHOTo A0CTYyIa,
B TOM YHCIIC KOMIILIOTEPHBIE aTaki H HHBIE KOMIIBIOTEPHBIC HHIMACHTH) P HX 00paboTKe B
MH(QOPMAIMOHHOH CHCTEME, Pe3yJIbTATOM KOTOPOIo MOTYT CTaTk YHUUYTOXKCHHE, M3MEHEHHE,
OIIOKHpOBaHMe, KOMHPOBAHHE, NPEAOCTABIEHHE, PACIPOCTPAHENHE [IEPCOHANILHBIX JAHHEIX, 4
TaKXXE MHEIE HETIPaBOMEPHEIE IEHCTRHUS. ' :

2. OcobennocTa 00paboTKH IePCOHAIBHBIX TAHHBLIX B HHMOPMANHOHHBIX CHCTEMAX

2.1. O6paboTKa epcoHANBHBIX JaHHEIX B MH(QOPMALIMOHHEIX CHCTEMAaX OCYIIECTBILIETCS
TMOCIIe  3aBEPIICHHA pAabOT 10 CO3MAHMIO CHUCTEMBl 3alUMTEI TICPCOHAIBHBIX JAHHRIX B
HH(POPMALMOHHON CHCTEME, €€ MPOBEPKH M OLEHKH COOTBETCTBHS MHQOPMAIMOHHOH CHCTEMEI
TIEPCOHANBHEIX JAHHEBIX TpeboBanuAM 0e30macHOCTH HHPOPMAIIHH.

2.2. Be30nacHOCTh NEPCOHANBHBIX NAHHEIX MPH HX 00paboTke B HHGOPMaLHOHHOMH
CHCTEME OOCCHeYMBAET ONepaTop 9TOH CHMCTEMBI, KOTODbIE oOpabateiBaeT nepcoHaIbHEIE
AGHHBIC, MM JIHIO, OCYIIECTBIsIONIEe 00pabOTKY NEPCOHANLHBIX [JaHHBIX 110 MOPYICHHUIO
OIIepaTOpa Ha OCHOBAHMH 3aKJII0YAEMOTO C 3THM JIMLIOM JIOTOBOpA.

2.3. be3onacHOCTh NMepCOHANBHEIX JTAHHBIX npu X 00paboTke B HHGOPMAIMOHHBIX
cucTeMax ODecHeYMBaeTCs C [IOMOIIBIO CHCTEMBI  3allUTEHL IEPCOHANILHEIX  JIaHHEBIX,
BKIIOYAIOLIEN OPraHM3alMOHHBIE MEPHl M CPEICTBA 3aMTHl MHGOPMAUEH (B TOM uHCIIe
mupOBaATLHEIE (xkpunTOrpaduyeckue) CpencTBa, cpe/cTBa IIPEI0TBPAIICH U
HCCAHKIMOHHPOBAHHOIO  JIOCTYNA, YTEYKH HMHPOPMALMHE [0 TEXHHYECKHM KaHaIaM,
IIPOrPAMMHO-TEXHHYICCKUX BO3/ICHCTBHI Ha TEXHHYECKHE CPEACTBA 06pabOTKH MepCOHAIBHEIX
JaHHBIX), & TAKKe HCIIONL3YeMbIe B MHDOPMAIHOHHOIM cHcTeMe HHDOPMAIIHOHHEIE TEXHOIOTHH.

2.4. Cocras  cojiepKaHue Mep MO 3aluTe HEQOPMALMHU B HHQOPMALMOHHEIX CHCTEMAX
34BHCAT OT YCTAHOBICHHOIO YPOBHS 3aIMIIEHHOCTH HHPOPMAIMOHHON CHCTEMBI.

2.5. YCTaHOBIEHHE YPOBHS 3aIMINEHHOCTH (repecMOTp  yPOBHS  3alIMIEHHOCTH)
HH(OPMAIOEHON CHCTEMBI NEPCOHANLHBIX JAHHBIX [POBOJIUTCS JIMLIOM, OTBETCTBEHHBIM 32
opranuzamnuio odbpabotku IT/IH.

2.6. Paspemennem Ha 06paboTKy MepCOHANBHBIX JAHHLIX HA 0GBEKTE HH(POPMAITHOHHOR
CHCTEMBI ABJIACTCA [IPHKA3 PYKOBOIMTEIIS O BBOJIE YKA3aHHOTO 0OBEKTA B SKCILIYATAIHEO.

2.7. bBe30omacHOCTh NEpCOHANBLHEIX JaHHEIX, 00pabaTeIBAEMBIX C HCIIONB30BAHUEM
CPCACTE aBTOMAaTH3ANMH, JOCTHIAeTCs IIYTEM MCKIIOYEHHs HECAHKIMOHMPOBAHHOTO, B TOM
YHUCIIE CITyYaHOTO JOCTYIa K IePCOHAIbHBIM JaHHBIM.

2.8. IlepcoHasnpHbIe TaHHBIE MOTYT OBITh MPEOCTABIEHBI T O3HAKOMIICHHS:

a) COTPYJIHUKAM, JIOIIYLICHHBIM K 06pafoTKe IepCOHATBHAIX MAHHEIX ¢ HCIOIL30BAHHEM



CPEJICTB aBTOMATH3AINH, B YaCTH, KacalomeHcs X JOIDKHOCTHBIX 00s3aHHOCTEH;

6) HHBIM JIMI[@M, B COOTBETCTBHH C 3aKOHO/IaTeNLCTBOM PO,

2.9. YIOmHOMOUYEHHBEIMH COTPYAHHKaMH TIpH 00paboTKe IepCOHANBHBIX IaHHBIX B
HHQOPMAIMOHHBIX ~ CHCTEMAaX IIEPCOHANBHBIX NAHHBEIX JOKHA ObITh obecriedeHa HX
0e30macHOCTh C IOMOIIBK) CHCTEMBI 3aIIMTHI, BKIFOYAKOLIEH OpraHM3alMOHHBIE MEpBl H
Cpe/ICTBa 3aMMTh KHGOPMALMH, B TOM YHCiIe MH(POBaTbHbIE (KPHITOrpaduIecKie) Cpe/icTBa.

2.10. O6MeH NepCOHATLHLIMH TAaHHBIMH [pH HUX 00paboTKe B HH(POPMAIKMOHHBIX
cHCTEMAx OCYIIECTBIAETCS 110 KAHAIAM CBS3H, 3allliTa KOTOPBIX OO0ECHEYHBACTCS IIyTEM
peanM3allii OPraHM3alHOHHBEIX MEpP W IIyTeM IIPUMEHEHHs MPOIPAMMHBEIX M TEXHHIECKHX
CpEeICTB. ‘

2.11. JlocTyn monp3oBateiel K epCOHaTbHBIM AaHHBIM B MH(OOPMALHOHHBIX CHCTEMaX
IEPCOHAILHEIX JIAHHBIX paspeluaercs Iociie  00S3aTeNbHOTO TPOXOKACHHA IPOLETYPHI
HICHTHOUKAIMA U 2y TCHTH(QUKAIUH.

2.12. JIumaMH, OTBETCTBEHHBIMHU 3a ofecriedcHre 0e30IacHOCTH IIEPCOHAJIBHBIX JaHHBIX
npu Bx 06paboTKe B HHGOPMAIHOHHBIX CUCTEMAX, JOIDKHO OBITh 0DECIIEUeHO!

a) CcBOcBpeMeHHOe OOHapy)keHHe (DaKTOB HECAHKIMOHHPOBAaHHOFO JIOCTyIa K
IIePCOHATLHEIM JJAHHEIM U HEMEUIEHHOe JIOBeIeHHE dTOH HHbOpMALMK 10 PYKOBOJCTRA;

6) HeNONyIUEHWE BO3NCHCTBHS HAa TEXHHYECKHE CpPEACTBA aBTOMATH3MPOBAHHOH
06pafoTKM TIEPCOHANBHBIX JIAHHBIX, B PE3yJbTaTe KOTOPOrO MOKET OBITh HAapyWICHO HX
GhYHKIMOHUPOBAHUE,

B) BO3MOKHOCTH HE3aMEJUIHTENILHOIO BOCCTAHORBJIEHMS TEPCOHANBHEIX  [aHHBIX,
MOIU(UIIMPOBAHHBIX HITH YHHYTOKEHHBIX BCICACTBHE HECAHKITHOHUPOBAHHOTO AOCTYIIA K HHM,
r) TIOCTOAHHBIH KOHTPONE 3a OOecIeYeHHEM YPOBHS 3allMINEHHOCTH IEPCOHAIBHAIX
JIAHHBIX; : ,

I) 3HAHHE M COOJIONCHHE YCJIOBMH HCIOIB30BAHHA CPENCTB 3AIUTHl MH(OpMAIHUHY,
TIPey CMOTPEHHBIX 3KCIUTYyaTallHOHHON M TEXHUYECKOH JIOKYMEHTALUCH;

€) ydeT TNpUMEHSEMBIX CPEICTB 3allHThl MH(OpMAlHMH, 3KCIUTyaTallMOHHOH U
TEXHHYECKOH JOKYMEHTAIMH K HAM, HOCHTEJIEH MePCOHATBHBIX TaHHBIX;

%) TIpH O0HAPYKEHHM HAPYIUIEHMH TOpAIKa NPENOCTABIEHHS IIEPCOBAIBHBIX MaHHBIX
He3aMeUIHTeNbHOe [IPUOCTAHOBICHHE NPEOCTABICHHS IIEPCOHAIBHBIX JAHHBIX MOTIb30BATEILIM
MH(QOPMALIMOHHOM CHCTEMBI JIO BBIABICHHS IIPHYMH HAPYIIEHUH ¥ yCTPaHEHHs STUX TIPUIHH;

3) pa3bHpPaTeNbCTBO M COCTABJICHHE 3aKIIOUCHHH 1O (dakTam HecOOIIOICHHS yCIOBHH
XpaHeHHs HOCHTeNeH NepCOHAIBHBIX MaHHBIX, HCTIOJIb30BAHHS CPEICTB 3aIIHTEI HH(bOpMaIKH,
KOTOpEIE MOTYT TIPHBECTH K HApYIIEHHIO KOH(MHICHIMAIBHOCTH NEPCOHANBHBIX JIAHHBIX HIH
APYTHM HApyIIeHHsM, IPUBOIANIMM K CHHJKEHHIO YPOBHS 3alllHIICHHOCTH IE€PCOHATBHBIX
J[@HHBIX, pa3paboTKa U MPUHSTHE MEP IO IPEAOTBPAIIEHHIO BOSMOXKHBIX OIIACHBIX MOC/IE/CTBHH
1000OHEBIX HapYIIeHHUH. .

2.13. B cryyae BRIABIEHMs HapylleHUH mopsika 0OpaboTKH MepCOHABHEIX TaHHBIX B
undopmannonnbx  cucremax 00O  «VY4ebHBIH  HEHTP I[TepcnekruBa-ExaTepuHOypry
TIPUHUMAIOTCS MEPBL 110 YCTAHOBJIEHUIO IIPUYHH HAPYIICHHH U UX YCTPAHEHHIO.
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